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KUBEPBE30MACHOCTD. YCUJIEHUE 3AUATHI KOMIIBIOTEPA

YypueB Makcar MeperMmyxamMMe10BUY

Crapmmii nipenoiaBaresib, KaHAUAAT TEXHUYECKUX HayK, MexXayHapOoaJHOTO
yHUBepcuTeTa HedTH U ra3a umeHu SArmbirenan Kakaepa
r. Amxaban TypkMeHHCTaH

ComnbieBa OryJan0aiipam

[IpenonaBarens, MexayHapOIHOTO YHUBEPCUTETA HEPTH M ra3a UMCHH
Srmeirennu Kakaea
r. Amxaban TypKkMeHHCTaH

HMumanryasies I'yBanu

Crynent, MexxayHapoAHOTO YHUBEpCUTETa HEPTHU U Ta3a UMEHU SArmibireniu
Kaxkaesa
r. Amxa6an TypkmeHucTan

Korga BBl HauMHaeTe MIAHUPOBATH Pa3BEPTHIBAHUE CBOCU MOJUTUKWA U PEIIATh,
KaKue MapameTphl CIeIyeT U3MEHUTh, YTOOBI JIYUIlle 3alllUTUTh KOMIIBIOTEPHI, BbI
YCUJIMBAETE UX 3AIIUTY, YTOOBI YMEHBIIUTH BEKTOP aTaku. Bbl MOXkeTe MPUMEHSTh
NPUHIMIBL  cTaHmapTa crnucka TtunoBbiXx KoHburypamuih (CCE) nmns cBoux
KOMIIBIOTEPOB.

I[J'Iﬂ OIITUMH3AIIWU PA3BCPTBIBAHUA BaM TAKIKC CIICAYCT PAaCCMOTPETh BO3MOKHOCTD
HCIIOJB30BaHMUsA 0a30BBIX IOKa3aTelaer O0€30IIacHOCTH. DTO MOXKET IIOMOYL BaM
Jydymic YyIIpPaBJIATbB HC TOJIBKO ACIICKTOM 0€e30MacHOCTH KOMIIBIOTECpA, HO U CIo
COOTBETCTBUEM TMOJUTHKE Kommanuu. s mmatdopmer WINdOwS Bel MoxkeTe
ucnoins3oBath Microsoft Security Compliance Manager (puc.1).

Ha manenu cieBa Y BacC €CTh BCC NMOAACPKUBACMbBIC BEPCUU OﬂepaHHOHHOfI CHCTCMBbI
" IIPUITTOIKCHUA.
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Ucnonbzyem Windows Server 2012 B kauecTBe npumepa. Kak TonbKo Bbl HAXKMETE
Ha OMNIIMIO C HAa3BaHWUEM JTOW ONEPAMOHHOW CHUCTEMBI, TO BBHI30BETE Pa3IHMUYHbBIC
POJIM AJIS 3TOTO CepBepa.

Hcnonn3ys B kadectBe mpumepa madmon WS2012 Web Server Security 1.0, BbI
yBuauTe Habop u3 203 yHUKaNbHBIX HACTPOEK, KOTOpBIC YJydIlaT OOIIyIO
0e301acHOCTh cepBepa.
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UtoObl yBHIIETH OoJiee MOAPOOHYIO HHGOPMAIMIO O KaXKIOM MapaMeTpe, BbI
JOJKHBI HA)KaTh HA UMsI KOH(QUTypaluu B TaHenu cnpasa (puc.3).

Y Bcex ATHUX mapaMeTpoB OyJeT OJWHAKOBas CTPYKTypa: OIKCaHUE,
JOTIOTHUTENbHBIC ~ CBEJCHUSA,  YySI3BUMOCTh, IOTCHIIMAIBHOE  BO3JCHCTBUC
Y KOHTPMEPBL. DTU IpeJIoxKeHNsI ocHOBaHbI Ha ctanapte CCE, KOTOpBIil SABIISIETCS
OTpaciEeBbIM CTaHJIAPTOM JJisi 0a30BoM KOHUTrypanuu Oe3onacHoctu. [locie Toro
KaK BBI OIIPEICITHIN I1a0JI0H, KOTOPBIH JIyUIIle BCETO IMOXOIUT TSl BAIlleTO cepBepa
/ pabouei cTaHIMU, BBl MOKETE pa3BepHYTh ero yepe3 GPO.

Background Intelligent Transfer Service Manual by defaull Automatic Automatic Optiona Computer Configuration\Windows S«

Colapse Severity: | Optional « Customaze this setting by duplicating the baseline

Value must be equal to Automatic.

Customize setting value it v Comments:

“ Setting Details

Ul Path:

Computer Configuration\Windows Settings\Security Settings\System Services

Description: Vuinerability:

Transfers files in the background using idle network bandwidth. If Any service or application is a potential point of attack. Therefore,

the service is disabled, then any applications that depend on BITS, you should disable or remove any unneeded services or executable

such as Windows Update or MSN Explorer, will be unable to files in your environment. There are additional optional services

automatically download programs and other information available in Windows that are not installed during a default

Additional Details: installation of the operating system. Depending on the version of 2

- Windows you can add these optional services to an existing

CCE-23764-4 computer through Add/Remove Programs in Control Panel
Programs and Features in Control Panel, Server Manager, or the

HKLM\SYSTEM\CurrentControlSet\services\BITS\Start Configure Your Server Wizard. Important: If you enable additional

REG_SZ:2 services, they may depend on other services. Add all of the services
that are needed for a specific server role 1o the policy for the server
role that it performs in your organization
Potential Impact:
If some services (such as the Security Accounts Manager) are
disabled, you will not be able to restart the computer. If other critical
services are disabled, the computer may not be able to authenticate
with domain controllers. If you wish to disable some system services
you should test the changed settings on non-production computers
before you change them in a production environment. It is also
naccihla tA altar tha arrace rantend lict TACT far 3 cannra hovsavar

Korma 3amura 00beKkTa yCHIMBaeTCsl, HEOOX0IUMO YOSTUTHCS, UTO BBl HCIIOIB3YETE
BC€ BO3MOXHOCTH OHepaHHOHHOﬁ CUCTCMbI AJId 3HAUUTCIIBHOI'O ITIOBBIINICHUA
YPOBHA 0e30MmacHOCTH KOMIIBIOTCpA. I[J'ISI cuctreM Windows Bam caenyer
paccMOTpeTh BO3MOXKHOCTh HCIIOJNB30BaHUS HaOopa HHCTpyMeHTOB Enhanced
Mitigation Experience Toolkit (EMET).

EMET mnomoraer mnpeaoTBpaTUTh JOCTYN 3JIOYMBIIIJICHHUKOB K  BallldM
KOMITBIOTEpAM, PEABUIS U TIPEA0TBpaIas Haubosee pacmpoCTPAHCHHBIE METOIbI,
WCIIOJIb3YEeMbI€ MU JUTSI OKCILTyaTaluu ysi3BuMocTel B cuctremax Windows. 1o He
TOJIBKO HHCTPYMEHT OOHAPY>KEHUS.



OH oCyIIECTBISET 3alUTY MyTeM IEpeHanpaBlieHUs, MPEKpalIeHus, OJIOKHUPOBKU
Y aHHYJUMPOBAHUS JACUCTBUU 37I0yMbIIUIEHHHKa. OJIHMM U3 TPEUMYILECTB
ucnonp3oBanuss EMET nmd 3amuThl KOMIIBIOTEPOB  SBJISIETCA BO3MOYKHOCTH
OJIOKHPOBATh HOBBIE U HEU3BECTHBIE YIPO3bI.
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B pasnene System Status (CocTosiHME CHCTEMbI) TTOKa3aHbl HACTPOCHHBIC PEIICHHUS
npobJieM 0€30MacHOCTU. XOTS HACANTbHBIN ClIEHApU — 3TO BKJIIOUECHHE UX BCEX,
JaHHasi KOH(UTypanusi MOXET BapbUpOBAaTHCA B 3aBHUCHUMOCTH OT MOTpeOHOCTEN
Ka)KJ0ro KOMITbIoTepa. B HIKHEHN yacTu sKpaHa MoKa3aHO, KaKue MPOLECcChl ObLTN
BKJIIOUYEHBl. B mpeapiayiieM npuMepe TOJbKO | NpHiloKeHHE MOAAEp’KUBAIIO
EMET. EMET pa6oraer myrem BHenpenus DLL B mnpocTpaHCTBO mNaMsTH
UCIoyiHsieMoro ¢aisa, mo3ToMy MpH HACTPOHKE HOBOI'O MpolEecca sl 3alUTHI
¢ nomoiibio EMET Bam Hy>XHO OyZeT 3aKpbITh IPUIIOKEHUE U OTKPBITh €r0 CHOBA
(TO k€ caMO€ OTHOCHUTCS U K CITy>k0am).

UtoObl 3amuTuTh emie | MpUIOKEeHWe W3 CIUCKA, IMICIKHUTE MO0 HEeMY MpPaBOU
kHOTKOU MbITH 1 BeIOepuTe Configure Process (HactpouTts mporiecc).
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AmoltoRecorder.exe v v v v v v v v v v v v

armsve.exe v v v v v v v v v v v v

B okne Application Configuration (Kondurypauus npunoxeHus) Bbl BhIOUpaeTe
MEpBI, KOTOPBIE XOTUTE BKJIIOUUTH JJIs1 3TOTO PUIIOKEHUSI.



