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I'ypoanoB lagembipar

CTyZeHT, MeXIyHapOoJHOTO YHUBEpcUTeTa HeTH U ra3za umenu Armeirenan Kakaesa,
r. Amxaban TypkmeHucTaH

CoBpeMeHHBIII MUpP CTAHOBHUTCSI BCe 0oJiee CBSI3aHHBIM M WH(POPMALMOHHO HACHIIIEHHBIM, U
untepHer Bemiel (Internet of Things, IoT) urpaer wmroueBytro ponb B 3ToMm mporecce. [oT
npescTaBiIsieT coOoil ceThb (U3MYECKHX OOBEKTOB, BKIIOYAs YCTPOMCTBA, TPAHCIOPTHBIE
CpeACTBa, JOMAIlIHUE NMPUOOpPbI M Jpyrue MNpeAMEThl, KOTOpble OOMEHMBAIOTCS JAHHBIMU U
B3aUMOJICHCTBYIOT MeXay co00il. 3HauMTeNbHOE YBEIMYEHHWE PACIPOCTPAHEHUS YCTPOWUCTB
Wntepnera Bemeit (IoT) Obuto BBI3BAHO B OCHOBHOM CHH)KEHHEM CTOMMOCTH allapaTHOTO
obecrieuenus. B 2021 rony oOmuit o6opor ObuT oueHeH B 124 Muimapia AOJJIapoB, a
KoJu4ecTBO ycTpoictB loT mocturio mopora B 35 Musuimap/oB.

OpnHaxo, ¢ pOCTOM KOJMYECTBA MOAKIIOUEHHBIX YCTPOUCTB U 00beMa 00pabaThIBa€MBbIX JAHHBIX,
BONPOCHl 0€30MacHOCTH M KOoHGuAeHUMadbHOCTH JaHHbIX B loT craHoBsATcs Bce Oonee
AKTyaJIbHBIMU M KPUTUYECKH BRXKHBIMH JIJIS 32U THI IEPCOHAJIbHBIX JAaHHBIX U MPEIOTBPALLECHUS
kuOeparak, Tak kak ycrpoicTBa loT ucCHonb3yroTCs B HIMPOKOM Juamna3zoHe NPUIIOKEHUH,
BKJIIOUYAsl IPOMBILIEHHOCTb, 3/[paBOOXPaHEHUE, TPAHCIIOPT U MHOT'O€ IPYTO€.
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Konuemnmus "nTepHeTa Bemiei" MOXeT ObITh ONpeieeHa Kak CTaHAapT, KOTOPBIH OTHOCUTCS K
0OJBbIION CETH, COENUHSIOLIEH pa3jIUyHble JATYUKM, WCIOJIHUTENbHBIE MEXaHU3Mbl U
MHUKPOKOHTPOJUIEPBI, BCTPOCHHBIE B  pa3lW4yHble OOBEKTHL.  BONbIIOE  KOJHMYECTBO
B3aMMOCBSI3aHHBIX YCTPOMCTB, TakMX Kak CMapTQOHBI, MPOMBIIUICHHOE O000pyIOBaHHE,
KOMITBIOTEPHI, aBTOMOOMITN, MEUIIMHCKAE HHCTPYMEHTBI, CUCTEMBI OPOIICHUS, TEJICBU30PHI WU
XOJIOAWJIBHUKH, MOXKET ObITh 4acThio MHTepHeTa Bemieil. MlHTepHeT Belieil BKIOYaeT B cels
OYCHB OOJIBIIIOE KOJIMYECTBO THOPHUIHBIX TEPMHUHAIOB. [10CKOIBKY OOJIBIIMHCTBO 3TUX YCTPOUCTB
MOTYT OBITh TOAKIIOUEHBI K IHTepHETY, OHH OOBIYHO MOAJCPKHUBAIOT OOIINE BEO-TEXHOJIOTHH,
Bruitouass HTTP, JSON, XML u T.1. OnHUM U3 IPEUMYILECTB 3TON TEXHOJIOTUU SIBIISETCS TO, YTO
OHa XOpOUIO MOJICPKUBACTCSI M MOXET OBITh aJanTHpPOBaHa K Pa3IMYHBIM CYHIECTBYIOIIUM
uHdppacTpykrypaM. Kpome TOro, HeKOTOpble HOBbIE IPOTOKOJIBI CHEUATBHO PacCMaTPUBAIOTCS
st Unrepnera Bemei, Hanpumep, CoAP u MQTT sBnsrorcs anerepHarusamu HTTP, a
6LOWPAN Taxxe siBnsiercs anbrepHatiuBoid [Pv4/IPvo.




C norudeckoit TOUKHW 3peHusi, cuctema [oT MoxeT ObITh OnucaHa Kak HabOp YMHBIX YCTPOMCTB,
B3aMIMOJICHCTBYIOIIUX HA OCHOBE COTPYJHHYECTBA [IJs JOCTIKEHUs oOmed nemu. Ha
TEXHOJIOTHYECKOM YpOBHE, pa3BepTbiBaHue [0T MOXeT MCHOMb30BaTh PA3IMUHbBIE APXUTEKTYPbI
00pabOTKM M KOMMYHHKAIIMH, TEXHOJIOTUHA ¥ METOJIOJIOTUN MPOCKTUPOBAHUS B 3aBUCHMOCTH OT
ueneit cucremsl. Hampumep, onna u Tta ke cucrema loT MoxeT MCIONb30BaTh BO3MOXKHOCTH
OecripoBoHOM cetn gatuukoB (WSN), koTopas cooupaer nHhopMaIio 00 OKpyKarolel cpese
B ONpEIEICHHONH oOnacTh, W HaboOp cMapTHOHOB, HA KOTOPHIX PAOOTAOT MPUIOKEHUSI
MOHHUTOPHHTA.

B cepenune moxkeT ObITh MPUMEHEH CTaHIAPTU3UPOBAHHBIN WIIM COOCTBEHHBIM MPOMEKYTOUHBII
CJIOM, KOTOPBIN 00JIETYUT JOCTYI K BUPTYaJIbHBIM pecypcam U cepBucaM. [IpoMeKyTouHBIH CI1o#,
B CBOIO O4Yepe/lb, MOXET OBIThb pEAIN30BaH C HCIOJIb30BAHUEM OOJAYHBIX TEXHOJOTHUH,
LIEHTPAJIN30BAHHBIX OBEPJICEB WIIM CUCTEM peer-to-peer.

CrnoxxHOCTh ympaBieHUs 0e3omacHOCThI0 B ceTsx loT He orpaHmumMBaeTCs ee peanu3aiueid, a
pacmpocTpaHsieTcss Ha HEOOXOAMMOCTb HAaWTH MpaBWIBHBIA OajaHC MeEXIy YpOBHEM
FapaHTUPOBAHHOW 3alIUThl M JOCTUTHYTOM IIPOM3BOAMUTEIBHOCTBIO. B Hacrosmee Bpems
CYIIECTBYIOT HECKOJBKO METO/OB, KOTOPBIE O0ECIeUMBAIOT OJHO WJIM HECKOJBKO TPeOOBaHUI
0€30MacHOCTH, HO MHOTHE M3 HUX HE IMpUMEHHMBI BO Beex cueHapusax loT. Hanpumep, He Bce
ycrpoiictBa [0T crtocoOHBI BHITIOTHATH HEKOTOPBIE THITBI KPUNTOTPahUIECKUX BHIYUCICHUH, WITH
OHM HE MOTYT 3aBEPILUUTH UX B IpUEMIIEMbIE CPOKU. KpoMe Toro, yCTpoiicTBa ¢ OrpaHU4eHHBIMU
BO3MOXHOCTSIMHM 3Hepromnorpedienus B cuctemax loT yacto Haxoaarcs B KPUTMUYECKUX WM
HEJIOCTYIHBIX MECTaxX, YTO 3aTPYAHSAET WM JIelaeT HEBO3MOXKHbBIM 3aMeHy ux Oarapeid. OgHako
nenp OezomacHocTy B cucremax loT 3akitouaercs HE TOJNBKO B NPEJOTBPALICHUN HapyIIEHUS
KOH(QUIEHIIMATbHOH HMH(DOpPMAlMM MM TNPEeJOTBPAILEHUH JIOCTYNA 3JIOYMBIIIJIEHHHUKOB:
3JI0YMBIIIJIEHHUK MOKET OBITh IPOCTO 3aMHTEPECOBAH B MOJIYYEHUU KOHTPOJIS Ha/l yCTPOHCTBOM
JUIs. COBEPIICHMS COBEPILEHHO pa3HbIX Leneld. HakoHew, noBepue sBiseTcs (yHAaMEHTAIbHBIM
BOIIPOCOM, IIOCKOJIBKY cpena VIHTepHeTa Beleil XapakTepu3yeTcsl pa3InyHbIMU yCTPONCTBAMU,
KOTOpbIE JOJKHBI 00padaThiBaTh U YNpPaBJIATh JAaHHBIMH B COOTBETCTBUHU C MOTPEOHOCTAMHU U
npaBaMu Nojb3oBareneid. Takum o0pa3oM, BaXHOCTh oOecredeHns 0€30MacHOCTH B CHCTEMax
[oT, ot puznueckoro 10 MPUKIATHOTO YPOBHSI, CTAHOBUTCSI OUYEBUTHOM.

Cy1iecTByeT MHOXECTBO pa3iMYHbIX BUIOB artak Ha uHTepHeT Bemu (loT). Hekoropeie u3
HauboJsee pacpoCTPaHEHHBIX TUIIOB aTaK BKIIIOYAIOT:



Otka3z B oOcmyxuBanuu (DoS) — sTo araka Ha Oe€30macHOCTb, KOTOpas HampaBjieHa Ha
IPEIOTBPALICHUE JIETUTUMHOIO JOCTYyNA I0JIb30BAaTENsl U CYIIHOCTH K pecypcaM cetu. OHa
cuuTaercs HauboJiee MOIMyIpHON U JOMUHHUPYIOLIEH aTakoid. OOBIYHO 37I0YMBIIUIEHHUKHA MOTYT
UCTIOJIB30BaTh aTaKy Meperpy3ku, 4TOOBl HCTOLIUTh PECYPCHl CUCTEMBI, BKJIIOUYas namsTh, LIIT u
IPOIMYCKHYIO CIIOCOOHOCTh. ATaka JIM00 MpeA0TBPaIIaeT MIPEIOCTABICHUE YCIYT CUCTEMOM, TNO0
nenaet ee HeahhekTHUBHOM. B Hell mupaThl MOTYT HCIIOJIB30BATh MHOYKECTBO METOIOB, TAKUX KaK
OTIIpaBKa HEXEJATEJIbHBIX MAKETOB HIIM IEperpy3ka CeTH MHOXKECTBOM cooOmieHuil. Takum
00pa3oM, JJETUTUMHBIM I10JIb30BATENSAM MPEJOTBPAIIAETCS UCTIOIb30BaHUE YCIYT.

Araka oBTopa (Replay attack) siBisieTcst 0THOM M3 CTaphIX aTak HAa KOMMYHUKAIIMOHHBIC CETH,
0COOEHHO Ha TPOTOKONBl ayTeHTH(uKanmmu u oOmeHa ximrodamMu. OHa  TO3BOJIAET
3JIOYMBIIIJICHHUKY 3aXBaTHUTh W COXPAHHUTH (PParMEHT WM Iy 3aXBAaYCHHYIO CECCHIO B
nerutuMHOM Tpacduke. [locrne Toro, kak 3MOYMBIIIIEHHUK 3aBOEBAl JOBEpHE B OOIIECTBEHHOMN
CETH, OH TUOO OTIPABIISET 3aXBaYEHHOE COOOIICHHE YIACTHUKY UCXOIHOM CECCHH, TUOO IPYTrOMYy
HazHayeHuto. [loaTromy B cersix IHTepHeTra Bemiel araka MOBTOpa paccMaTpUBAETCS Kak
ySI3BUMOCThH O€30MaCHOCTH, MPH KOTOPOM OMpeseNieHHbIe JaHHBIE XPaHATCA 0€3 Kakoro-mudo
pa3pelieHus 10 UX OTIPABKH MorydaTento. Llenb 3Toi aTaku 3aKIr04aeTcsi B TOM, YTOOBI 3aTyTaTh
YyeloBeKa B HECAHKIMOHUPOBAHHOW omepanuu. Hampumep, B cucTeMe YMHOTO JoMa
UCIIONB3YETCS JaTUMK TEMIEPaTyphl Ui OOHAPYKEHUS TeMIIepaTyphl, MOCJIe Yer0 U3MEpPEHHbBIE
3HAUEHUS OTIIPABJISIOTCS KOHTPOJUIEPY cUCTeMbl. OCHOBBIBAsICH HA 3THUX 3HAYEHHUAX, CHCTEMa
MOJKET 3allyCTHTh WJIM OCTAaHOBUTH KOHAWUIIMOHEP, YTOOBI aJaliTUPOBATh TEMIIEPATypy BO3AyXa
Tak, Kak 9To TpeOyerca mnepcoHany. OIHAKO, €CIH 3JIOYMBIIIJICHHUK B3JIOMal JaTyuK
TEMIEPATyphl, OH MOKET COXPaHHUTh 3HAUYEHHUS 3a JIEHb U OTIPABUTh WX HOYBIO. B pe3ynbraTe
KOHAUIIHOHED He OyAeT QyHKIMOHUPOBATH HOPMAIILHO.

Uto06b1 60pOTHCS € aTaKOM MOBTOPA, TEKYIIME PEHICHUS HCIIONb3YIOT TP OCHOBHBIX MEXaHHU3Ma,
BKJIIOYasi OTMETKY BPEMEHH, OJJHOPA30BbIi HOMEp U OTBET-BbI30B. [lepBhIii MEXaHNU3M MOMOTaeT
OOHApYXUTh aTaKy IMOBTOPA, MPOBEPSSI CBEXKECTh IMOJNYYEHHOTo cOOOlIeHHs. TeM He MeHee,
CJIO’KHO TapaHTUPOBATh CHHXPOHHU3AIMIO BpeMeHU Mexay oobekramu loT. Bropoii mexaHusm -
OJTHOPa30BbIil HOMEp, MpeJCTaBIsAeT coboil cepuro cinydaiHbix udp. OnHaKo mpobiema TOro
MEXaHMU3Ma 3aKJIF0YaeTCsl B TOM, YTO y3€Jl HE UMEET JOCTaTOYHOW MAMATH JUIsl XpAaHEHUS CIIMCKa
MOJIyYE€HHBIX HOMEPOB.



[TocnemHuii MEXaHU3M - OTBET-BBI30B, MMEET ILIEIBIO MPOBEPHUTH, YTO APYras CTOPOHA MOXKET
pemats HeKoTopbie mpobnembl. Ho ams 3Toil TeXHUKH HEOOXOAMMO, 4TOOBI JBa YCTPOHCTBA
UMeEITU 3apaHee OO KITH0Y.

N3-3a BaXXHOCTH Tapojisi B NIpoOIecce ayTeHTHU(HUKAIMU M €ro MIMPOKOTO HCIOJIb30BAHUS BO
MHOTHUX IIPOTOKOJIaX ayTeHTU(PUKAIMH, 3I0YMBIIIICHHUKU MPUAYMAIH Pa3inuHble aTaKu, YTOObI
MOJIy4YUTh HEOOXOAUMBIH maposib. Camasi 4acTo UCIOJIb3yeMasl aTaka — ATO yraJibIBaHuE MapoJIs.
B wactHOCTH, 3Ta aTaka MOKET ObITh BBINIOJIHEHA KaK B OHJIAWH-pEeXUME, Tak U B odduiaiiH-
peXUME.

B koHTekcTe 0€30macHOCTH CeTH, aTaka Mo TepexBaTy HISHTHU(UKATOpA MPEACTABIAET COOOH
CUTYaIMI0, KOTJa HeHAJICKAINI CyOheKT CO37aeT MCKaKeHHBIN mapamerp. Llens 3Toil ataku
3aCTaBUTh CEPBEPHI MOBEPUTD, YTO 3JI0YMBIIICHHUK SBIISETCS aBTOPU30BAHHBIM JIUIIOM.

B oGOmactu kubOepOe3ormacHOCTH BHYTpeHHssi aTaka (insider attack) mpomcxomuT, Koraa
YIIOJITHOMOYEHHBI CYOBEKT C aBTOPHU30BAHHBIM JIOCTYIIOM TBITACTCS HAHECTH BPEJ CHCTEME.
JleiicTBue cyObeKTa MOXKET ObITh KaK NMpPEJHAMEPEHHBIM, TaK U CIy4aiiHbIM. B 00oux ciydasx
CHUCTEMA CYUTACTCS ySA3BUMOM.

Bce »tm THIBI aTak MOT'YT MNPHUBECTH K CCPLE3HBIM IIOCICACTBUAM, BKIIOYad YTCUKY
KOH(HICHIIMATIBHBIX JaHHBIX, HApyIIEHHE pPa0OThI YCTPONCTB W CHCTEM, a TaKXKE YTPO3bI
Oe3omacHOCTH noJib30Baresei. [loaTroMmy BaxkHO mpuHUMAaTh MephI AJis 3auThl yerpoiicts [oT ot
ITHUX aTaK.

Hekoropeie MeToapl obOecreueHHs O€30MaCHOCTH M KOH(UAEHIMAIbHOCTH HaHHBIX B 0T
BKJIFOUAIOT B CEOS;

AyTeHTU(UKAIMS ¥ aBTOPHU3aALUS: TO MPOLECC MOATBEPKICHUS JIETUTUMHOCTH YCTPOWCTB U
M0JIb30BATENICH, IMEIOIINX TOCTYI K JaHHBIM. VICIIONIB3YIOT MEXaHU3MBI ayTCHTU(DHUKAINH, TAKUE
KaK mapoJyid, mudpoBas MOAMUCh, U OMOMETPUYECKUE JTaHHbBIE, YTOOBI MPOBEPATH MOMIUHHOCTh
YCTPOMCTB U IOJIb30BATEIIEH.

Iudposanue: 310 mporecc NpeoOpa3oBaHUs JaHHBIX B HEPa30OPUYMBBINA BUJA, KOTOPHI MOXET
OBITH IPOYUTAH TOJIBKO TEMH, Y KOTO €CTh K04 Juid jnemudpoBku. g mudpoBaHus MoOryT
HCIIOJIb30BAThCS pa3inyHble aroputmsl, Takue kak AES, RSA nimm ECC.

Kontpons gocryma. I[Ipumensitor ACL (Access Control List) u aqpyrue mMexaHu3mbl KOHTPOJS
JIOCTYTIA JJIS PETYIUPOBAHMS TOTO, KaKHE YCTPONUCTBA U TIOJIH30BATEIM MOTYT IMOJTYUUTh JOCTYI K
Pa3IMYHBIM PECYPCaM U JIaHHBIM.

3amuTta Ha ypoBHE ycrpoiictBa. Mcmomb3oBanue firewall, 3ammrel or DOS-atak u npyrux
METOJIOB 3alIUThl HEMMOCPEACTBEHHO Ha yCTporcTBax MHTepHeTa BElen.

Oo6napysxenue BropxeHui. CrucTeMbl 00HapyKEeHUS BTOPKEHUH, KOTOPhIE MOT'YT OOHAPYKHBATh
1 OJIOKMPOBATH MOMBITKM HECAHKIIMOHUPOBAHHOTO J0CTyNa K pecypcam HTepHeTa Bemiei.

Oo6nosnenue I[10. Perynspuoe oonoBnenue [10 yctpoiicts UnTepHeTa Beieil, 4ToObI HCIPABIATh
YSI3BUMOCTH 0€3011aCHOCTH.

[TomuMoO BBINIEYKa3aHHBIX TPEOOBAHHM 0€30MACHOCTH, TAK)KE HEOOXOIMMO yIOBIETBOPSITH TBYM
BaKHBIM CBOMCTBAM O€30IMaCHOCTH:

[IpsiMasi cexpeTHOCTh: eciu y3en cOopa maHHbIX loT mokumaer ceTh, TO JHOOBIE COOOIIECHMUS,
nepegaBaeMbIe MOCIe €r0 BBIX0/1a, TOJDKHBI ObITh 3alpeIIeHbI.



OOpaTHas CeKPETHOCTh: €CIIM B CETh J00aBIsIETCS HOBBIN y3en coopa nanubix [oT, oH HEe moimKeH
UMETH JOCTYI K JIFOOBIM paHee MepeJaHHbIM COOOTIICHHSIM.

B nemom, 0GezomacHOCTh M KOHOHUACHIMATBHOCTh JaHHBIX B loT 3aBUCAT OT mpaBMIIbHOU
pean3alyy 3TUX METOJO0B U OT BbIOOpa NPAaBUJIBHBIX TEXHOJIOTUN M IPOTOKOJIOB AJISl KaX10Tr0
KOHKPETHOI'O Cilydasl UCIIOJIb30BAHMUS.



