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YypueB Makcar

3aBenytoniei kapeapel KubepdesomnacHoCTH, KaHIUIAT TEXHUYECKUX HAyK, MEXTyHapOTHOTO
yHUBepcHUTeTa HeTH U ra3a umenu Armbirenaun Kakaesa, r. Amixaban TypkMeHHCTaH

I'ennueBa Mapaa

cTapimii mpenonasarenb kapeapsl KubepodesonacHoctu, MexTyHapOIHOTO YHUBEPCUTETA
HedTu u raza umenu Armeirennu Kakaesa, r. Amxaban Typkmenucran

HobaToBa Jlajgem:xan

npenoaaBarens kKadenpsr KnbepoezonacHoctu, MexayHapoaHOTO YHHBEpCUTETa HEPTH U ra3a
uMenu Armbirenau Kakaesa, r. Amxaban TypkMeHucTan

AJryJibieB ALIbIP

CTYZAEHT 1-To kypca MexyHapoaHOro yHuBepcuTeTa He(hTH U raza UMeHH Srmbireniu
Kaxaesa, r. Amxaban Typkmenucran

HHQ)OpMaHHOHHaSI 0€30MacHOCTDb - 3TO KOMILIEKC MEp, KOTOPbIC HYXXHBI, YTOOBI 3allIUTUTE OT
YTCUYKH HJIM B3JIOMa HIpPOIrpaMMbl, KOMIBIOTCPHBIC CUCTEMblI U IOAHHBIC. Eme tak Ha3wIBaroT
0oTpaciib, KOTOpasa 3aHUMACTCA OSTUMU MCPaAMU.

[IpocToii mpumep Mepsl MO MHPOPMAIIMOHHON OE30MaCHOCTH - aHTUBUPYC, YCTAHOBJICHHBIM Ha
KoMIibioTepe. Ho B KOMMepUYeCKHUX CTPYKTypax K 3TOMY BOIIPOCY MOJIXOAAT 00Jiee Cephe3HO U Ha
MHOTHX YPOBHSX: 4TOOBI 00€CTIeUnTh O€30MaCHOCTh, HY>KHO MHOTO Y€TO C/IENAaTh.

E

CpenctBa uH(OpMAIMOHHOW 0€30MacHOCTH 3alIUINAIOT JaHHbIE OT YTEUKH, IMPOTPaMMBI,
CUCTEMBI U CETH - OT B3JI0Ma, HECAaHKIIMOHUPOBAHHOT'O JOCTYTa, TOPUH (HaiiIoB WK IPYTUX BUJIOB
atak. Ecim pedb 0 KOMMEPUECKHMX WM TOCYJAPCTBEHHBIX CTPYKTYpPaX, CBEACHUS TAKKeE
3aIIMINAIOT OT LMIIMOHOB UM BO3MOXKHBIX 3JIOYMBILIJICHHUKOB BHYTPH CaMOI'0 KOJUIEKTHBA.

Nudopmannonnas 6e30macHOCTh 3alMIIAET CUCTEMBI OT MPOHUKHOBeHUs M OT artak. Crona
BXOJIMT HE TOJIbKO B3JIOM: 3T0 1 DD0oS-araku, B pe3ynbTaTe KOTOPBIX MOKET «JI€Ub) CEpBEp CalTa,
Y yT€YKa JJaHHBIX, © MHOTOE APYTOE€.



3NM0yMBINIJICHHUKOB HaMHOTO OoJble, 4yeM Kaxkercsi. M HUKTO HE XOueT, 4TOOBl MX CEPBUC
noTepsi1 paboTOCTIOCOOHOCTD, a TaHHBIE OKA3aJIUCh JOCTYITHBI BCEM BOKPYT. [l 3TOTO M HY»KHA
nH(popManmoHHas 6€301MacHOCTb.

VY KOMIIaHWH eCTh eIlle OJHa MPUYHHA: 332 YTeUKy KOH(UICHIMAIBHBIX JTaHHBIX MOJb30BaTeleH
OHH HECYT OTBETCTBEHHOCTH 110 3aKOHY. Tak 4To AJisl HUX Mepbl 0 0e30IacCHOCTH - 3TO eIIe U
croco0 n36exarb MpoodieM ¢ 3aKOHOAATEIHCTBOM U MOTEPH JOBEPUS KIMESHTOB.

bes mep mo wuHbOpManMOHHOW OE€30MACHOCTH KTO YrOAHO MOT OBl TOJYYHUTHh JOCTYI K
KOH(HICHIIMATIHHBIM CBEJICHUSAM WIH B3JIOMaTh JIIOOOW CalWT mim cucteMy. KoMIbrOTepHBIM
IPOCTPAHCTBOM CTJIO OBl (PaKTUYECKH HEBO3MOXKHO IOJIb30BATHCA.

Yrpo3bl 0€30MaCHOCTH pa3eisaioT Ha JIBe KaTerOpHH: BHYTPEHHHUE U BHEIIHUE.

BuyTpenHue. 310 yrpo3sl, KOTOpbIe UAYT U3HYTPHU CHUCTEMBI. Yalle BCero B TaKuX Ciaydasx peub
uaeT o0 yreuke JaHHBIX WK 00 WX MoBpexaeHud. Hanpumep, KTO-TO MOAKYMUI COTPYIHUKA, U
TOT TOXWUTWJI JaHHbIE, COCTaBJISIONIME KOMMEPYECKYIO TailHy. Brtopoit BapuaHt -
3JIOYMBIIIJICHHUKOM OKa3aJICsl aBTOPU30BAHHBIN MOJIH30BATEb.

Eme opHa BHyTpeHHssI yrpoza - puck OaHanbHOW OMmMHMOKH, B peE3yibTaTe KOTOPOH
KOH(HICHIIMATIHHBIE CBEICHHUS OKXYTCS B OTKPBITOM JOCTYIE WM MOBpenasTcs. Hanpumep, B
OTKPBITOM JOCTYIE OKa3ajach 4acTh 0a3bl NAHHBIX WM IIOJIB30BaTeNlb 10 HEOCTOPOKHOCTH
noBpean ¢aiibl. Takoe yxe ObIBaIO B UICTOPUHU. A HY)KHO, YTOOBI TAKHUX CITy4aeB HE BOZHUKAJIO:
KJIMEHT He MOr Obl HapylIUTh pabOTy CUCTEMBI Jaxe CiaydaiHo, a MHpOpMaLUs OCTaBajlach
3alUIICHA.

Buemnne. Crola OTHOCATCS yrpo3bl, KOTOpPbIE NPUXOJST W3BHE, U OHM MOTYT OBITH KyJa
pa3HooOpa3Hee. DTO, HalmpuMep, MOMbITKA B3JIOMAa CHCTEMBl Yepe3 HalIeHHYIO YsA3BHMOCTH:
3JI0YMBIIIJIEHHUK TPOHUKAET B CETh, YTOOBI YKPACTh WM NOBpeauTh HHPopMmanuto. Mnu DDoS-
aTaka, Korja Ha BeO-aJpec MPUXOJUT OrPOMHOE KOJUYECTBO 3alIPOCOB C Pa3HBIX aIpecoB, U
cepBep He BBIJICPKUBAET, a CAlT mepecTaeT paboTaTh.

Crozia ke MOYKHO OTHECTH JIeSITeNbHOCTh KOMITBIOTEPHBIX BHUPYCOB: OHHM CIOCOOHBI CEPbE3HO
HaBpeaUTh pabore cucTembl. J[eficTBUA TakuX BPEIOHOCHBIX MPOrpaMM MOTYT OBITh OYEHb
pa3sHOOOpa3HBIMHU: OT PACCBHUIKHM CIlaMa OT UMEHH B3JIOMAHHOTO aJipeca JI0 MOJHON OJIOKUPOBKU
CUCTEMBI U MOBpEXIeHUs (ailioB.



Eme k BHemHHMM yrpo3aM 0€30MacHOCTH OTHOCSTCS (Gopc-MakOpbl W HECYACTHBIE CIIy4Yau.
Hampumep, xpaHuiuie JaHHBIX OKa3ajJoCh MOBPEXKJIEHO B PE3yJIbTaTe aBapuM WIM MOXkapa.
Takue pucku TOXXe HY>KHO NPEAYCMOTPETD.

CymecTByeT OTAENbHAs MOJDKHOCTh CIIEMUAIUCTa MO0 WHGPOpPMaNMOHHOW Oe3zomacHoctu. B
KPYIHBIX KOMIIAHUSAX 3TO MOXET OBbITh OTJAENbHBIM JenapraMeHT. B ManeHbKuX - OAuH
COTPYAHUK, IPHYEM IIOPOM OH TAK)KE BHINOIHAET 0053aHHOCTH CUCTEMHOI0 a]IMUHUCTPATOpa WU
CEeTEeBOro MHXKeHepa. bbIBaeT u Tak, 4To HHPOPMALMOHHYIO 0€30I1aCHOCTh OT/AIOT Ha ayTcopc: B
3TOM CJIy4ae €0 3aHMMAIOTCS COTPYAHUKH CIIEHUAIN3UPOBAHHON KOMITAaHUH.

B mmupokoM cMbicie mpocrteiimye Mephbl o WHGOPMAMOHHON 0€30IMacHOCTH MpeIIpUuHUMAET
KTO YTrOJHO. YCTaHOBHUTH aHTHUBHPYC W OJOKHPOBIIMK HaBSI3YMBON pEKJIaMbl, HE MOCEIIATh
MOJI03pUTENIbHBIC CATHI M HE 3aIyCKaTh HEMPOBEpEeHHBIE (hailiibl - Bce 3TO Toke Mephl UMb, x0T
¥ MakCHMaJIbHO npocTble. Ho HacTosmmii crienuanucT no 6e30MacHOCTH - 3TO IpodeccuoHa ¢
HIMPOKUMU 3HAHUSIMU M MHOKECTBOM CIIEU(UIECKUX HABBIKOB.

2. Tpu npuHIUNA HH(POPMALMOHHOM 0€30ACHOCTH

I/IH(bOpMaI_II/IOHHaH 0€e30IacHOCTh OTBEYAET 3a TpU BCIIH: JOCTYITHOCTD, KOH(l)I/II[eHI_[I/IaJIBHOCTL n
OCJI0CTHOCTD JaHHBIX. Ceiiyac PaCCKaXXEM, 4TO 3TO O3HAYACT.

JOCTYNHOCTb. DTO 3HAYHT, YTO K HHPOPMALIUK MOTYT HOJIYIHTh JOCTYI T€, Y KOTO €CTh Ha 3TO
npaBo. Harmpumep, nosp30Barens MOKET 3aUTH B CBOM AKKAYHT M YBUIETH BCE, YTO B HEM €CTb.
KnuenT MoeT mepedTtd B KaTajor U IMOCMOTPETh Ha TOBapbl. COTPYIHUK MOXET 3alTH BO
BHYTPEHHIOIO 0a3y JaHHBIX JJI €r0 YpPOBHS 0CTYyMNa. A €cii Ha CUCTEMY IIPOU3BOAMUTCS aTaka u
OHa IepecTaeT padboTaTh, JOCTYIIHOCTb M1aAAET MOPOH 10 MOJIHOIO OTKA3a.

Kondpuagenumnaabnoctb. Bropoil npunuun - xoHduaeHumanbHocTs. OH  03HAYaeT, 4YTO
uH(opmanus 10KHA ObITh 3alllMINEHa OT JI0JeH, He MMEIOIIMX MpaBa €€ MpocMaTpuBarb. To
€CTb B TOT K€ aKKayHT I10JIb30BaTeIIsl HE CMOKET BOWTH UyKOH yesioBek. bes perucrpanuu Henb3s
KOMMEHTHPOBATh YTO-TO Ha caiTe, 0€3 JINYHOro KaOMHETa - OIUIATUTh 3aKa3. YeaoBek, KOTOPbIi
He paboTaeT B KOMIAHMM, HE MOXKET 3aliTH B €€ BHYTPEHHIOIO CEThb M IMOCMOTPETh TaM Ha
KOH(UIeHIMaIbHbIE JaHHbIE. Eciau cucreMy B3i1aMblBaloT, KOHGUIEHIMAIBHOCTh OKAa3bIBAETCS
HapyILIEHHOMN.

HenocTHoCTh. LlenocTHOCTE 03HaUaET, YTO HHPOPMAIIHS, O KOTOPOU UAET peub, HE MOBPEXKICHA,
CYIIIECTBYET B MOJHOM 00OBbeMe M He M3MeHseTcs: 0e3 Begoma ee BiajenblieB. KoMmMenTapuii He
CMOXXET OTPEJAaKTHPOBAaTh MOCTOPOHHHMI YEJIOBEK - TOJBKO aBTOpP WJIM HMHOTAA MOJAEpATOop.
Caenenus B 0a3e NaHHBIX MEHSIOTCS TOJBKO MO 3allpoCcy TeX, Y KOTr0 €CcTh JOCTYyI. A B BalleMm
aKKayHTE He MOsBSTCS MUChMa, HaMMCAHHbBIE OT Ballero Jjuia 6e3 Bamiero senoma. [lpu B3mome
CUCTEMBI I[EJIOCTHOCTh OISTh K€ MOXKET HapYIIUTHCA: HHPOPMAIIUIO MOTYT MOIUGUIIUPOBATD,
MOBPEAUTH HJIU CTEPETH.

KubepOe3onacHocTh (€€ MHOT1a Ha3bIBAIOT KOMIIBIOTEPHOM 0€30IaCHOCTBIO) — 3TO COBOKYITHOCTh
METOZIOB M TIPAKTHUK 3allUTHl OT aTaK 3JOYMBIIIICHHUKOB JUII KOMITBIOTEPOB, CEPBEPOB,
MOOWJIBHBIX YCTPOWMCTB, dJIEKTPOHHBIX CHUCTEM, ceTell M MaHHbIX. KnbepOe3onacHOCTh HaXOAUT
MIPUMEHEHHE B CAMBIX Pa3HbIX 00JIACTAX, OT OM3HEC-CPepbl 1O MOOUIBHBIX TEXHOJIOTHH. B aTOM
HaIpaBJICHUU MOKHO BBIICTTHTH HECKOJIBKO OCHOBHBIX KaTETOPHH.

Kubepb6e30macHOCTb — 3TO I TENbHOCTh, HalleJIeHHast Ha 00ecTIedeHre 3alIUThI [T0JIb30BaTeNe,
UX UH()OPMALIMOHHBIX CUCTEM, CETE!, U MPOrpamMM OT HU(PPOBBIX aTaK.



OCHOBHOH IIETIbI0 TaKMX KHOEpaTak MOMKET SIBIATHCS KakK IOJNydeHHe KOH(HICHIIMAIbHOM
uHPOpPMALIMK TIOJB30BATENS ISl JAJbHEUIIEro 3JI0ynoTpeOseHus 3ToH HMHpOpManuu B
COOCTBEHHBIX II€JISIX XaKepa, Tak U HapylleHHe paboTsl Ienoro o6usnec-mporecca. [loatomy, B
0COOEHHOCTH KOHTEKCTa roCyIapCTBEHHBIX MOAPA3/IeIeHUI U OOJIBIINX YaCTHBIX OpPTaHU3aIHiA,
i Kasaxcrana Kak v Ut IpyTUX CTpaH MHpa OJHOW U3 OCHOBHBIX 3a/1a4 JUIst 3¢ pekTuBHOrO 1
0€30macHOro MPUCYTCTBHS B UHTEPHETE SBIISCTCS UMEHHO pa3BUTHE c(hepbl KNOEepOe30MacCHOCTH.

KOHIENIIUA «KUBEPLIIUT»

Henpro Konuenuuun «KUBEPIIUT Kazaxcranay siBIgeTcss JOCTUKEHUE U TTOJACPKAaHUE YPOBHS
3AIIUIIICHHOCTH JJIEKTPOHHBIX HWH()OPMAIIMOHHBIX PECypcoB, WH(GOPMAIMOHHBIX CHCTEM U
UH(OPMAIIMOHHO-KOMMYHHUKAIIMOHHOW HH(PACTPYKTYPhl OT BHEIIHUX M BHYTPEHHUX YTPO3,
00eCTIeYnBaOIEro YCTOWYMBOE PAa3BUTHE B YCIOBUAX IN100anbHOM KOHKYypeHInH (O KOHIeInn
«Kubepmur»).

SAIIUTA ITEPCOHAJIBHBIX TAHHBIX (DATA PROTECTION AGENCY)

OO0t periaMeHT o 3aluTe JaHHbIX (IIpaBUiIa 0 00pabOTKe JIMHBIX JAHHBIX ) SBJISETCS 3aKOHOM
npsMoro neiictBus B 28 crpaHax EBpocoro3a. Ha ocHoBanum obmero periameHta Oyzaer
(GYHKIMOHUPOBATH OpraHM3aLKs 10 3alIUTe MEePCOHATBHBIX JaHHBIX (Data protection agency) B
Kazaxcrane.

ebe3omacHOCTL ceTeli— JEUCTBUS IO 3alluTe KOMIIBIOTCPHBIX ceTer OT Ppa3jIndHbIX YIPO3,
HAImpuMEp OCJICBBIX aTaK WM BPCAOHOCHBIX ITPOrpaMM.

e besonmacHOCTh NMPHJIOKEHUH— 3alIUTa YCTPOMCTB OT yrpo3, KOTOPBIE IPECTYITHUKA MOIYT
CIIpATaTh B IIpOIrpaMMax. Bapa)KeHHOG MPUITOKCHUC MOKET OTKPBITH 3JIOYMBIIIJICHHUKY JOCTYII K
JTAHHBIM, KOTOPbIE OHO JIOJDKHO 3aIlUINaTh. be3onacHOCTh npuitoskeHns: 00ecieunBaeTcs elle Ha
CTaJ Uy pa3pabOoTKH, 33/10JIT0 10 €r0 MOSBICHHS B OTKPHITBIX HCTOUHUKAX.

¢ besonacHOCTh MHPOPMAIUU— 00ECTIEYCHNE IETOCTHOCTH M TPUBATHOCTH JJAHHBIX KaK BO BpEMs
XpaHEHMs, TaK U IIPU Iepeaye.

e OnepanuoHHas 0e30MacHOCTb— OOpalieHne ¢ UHHOPMAIIMOHHBIMU aKTHBAaMH U uX 3ammra. K
ATON KaTerOpuM OTHOCHUTCS, HAIpUMEp, YIpPaBJICHHUE pa3pelIeHUs MU JJi OCTYyNa K CeTH WU
IpaBWJIaMH, KOTOpbIE OMNPENENSIOT, I/l€ M KakuM 00pa3oM JaHHble MOTYT XPaHUTbCA U
nepeaBaThCsl.

e ABapuiiHOoe BOCCTAaHOBJIEHHE W HENpPepbIBHOCTh OM3Heca — pearupoBaHHE HA WHIUICHT
0e30macHOCTH (IEHCTBHS 3JO0YMBIIIJICHHUKOB) U JII000€ JIpyroe coOBbITHE, KOTOPOE MOXKET
HapyLUTh pabOTy CUCTEM WM IPUBECTH K MOTEpe JaHHbIX. ABapUiHOE BOCCTaHOBIIEHHE — HA0Op
IpaBUJ, ONHUCHIBAIOIIMX TO, KaK oOpraHuszanus Oyaer OOpoTbcs € IOCIEACTBUSMHU aTakd M
BOCCTaHaBIMBaTh pabouue mporeccel. HempepbslBHOCT Ou3Heca — IUlaH JeHCTBUN Ha ciydvaid,
€CIIM OpTraHu3anys TepseT JOCTYI K ONpeIeNICHHBIM PECypcaM H3-3a aTaKU 37I0YMBIIIJICHHUKOB.

e [loBbllIeHHE OCBEIOMJIEHHOCTH— OOYYCHHE MOJIb30BaTelei. JTO HANpaBlEHHUE MOMOTAeT
CHU3WTH BJMSHUE CaMOTO HempeackazyeMoro ¢aktopa B o00jacTd KuOepOE30macHOCTH —
yenoBedyeckoro. Jlaske camasi 3allMIIEHHAs] CHCTEMa MOXKET MOJIBEPTHYTHCS aTake M3-3a YbeH-TO
OIIMOKY MM HE3HaHUS. HOSTOMy KaxJas opraHu3anus JOJDKHA MPOBOJAUTH TPEHUHIU JIA
COTPYIHUKOB U paccKa3bIBaTh UM O TJIaBHBIX MpaBUJIaX: HAPUMEP, YTO HE HYKHO OTKPHIBATH
MOJIO3PUTENBHBIE BIOKECHHUSI B JJICKTPOHHOM IMOYTE WM IMOAKIIOYATh COMHHUTeNnbHbie USB-
YCTpOMCTBA.



Buabl kubepyrpos
Kubep6e3omnacHoCTs OOpETCs C TpeMst BUAAMH yTPo3.

1. KuOepnpecrymjienue — JCHCTBHUS, OpPraHU30BaHHbIE OJHUM WM  HECKOJIbBKUMU
3JIOYMBIIICHHUKAMH C LIETBbI0 aTaKoBaTh CUCTEMY, YTOOBI HApYIIUTh €€ paboTy WM HU3BJECUYb
(MHAHCOBYIO BBITOITY.

2. Kubeparaka — neiicTBusi, HaleJdeHHbIe HAa cOOp MH(pOpPMAIMK, B OCHOBHOM IOJHTHYECKOTO
Xapakrepa.

3. KuGepreppopusm — elicTBUS, HAIIPaBJIEHHbIE HA JECTA0MIM3AIMIO SJICKTPOHHBIX CHUCTEM C
LEJIbI0 BBI3BATh CTpax WM NMaHWKy. Kak 3710yMBIIUIEHHUKAM YAAaeTcs MOJYYUTh KOHTPOJb Hall
KOMIIBIOTEPHBIMU cucTeMamMu? OHU UCTIOIB3YIOT Pa3IMuHble HHCTPYMEHTHI M TPUEMBI — HUKE Mbl
MIPUBOJMM CaMbl€ PaCIIPOCTPaHEHHBIE.

Bpenonocunoe 11O

Hazpanue TOBOPHUT CaMO 3a ce0s. HporpaMMHoe O6€CH€‘I€HI/I€, KOTOpPOC HAHOCHUT BPCIA, — caMbIi
paCHpOCTpaHeHHHﬁ HHCTPYMCHT KI/I6CpHpCCTy1'IHI/IKOB. Onu CO31aK0T €ro camMu, YTOOLI C €ro
IMOMOIIBIO MMOBPEANUTL KOMITIBIOTECP MOJB30BATC/IA U JAHHBIC HA HEM HJIM BBIBCCTH €TI0 U3 CTPOsI.

Bpenonocnoe 1O gacto pacrnpocTpansiercs Mo BUAOM 0€300MIHBIX (ailJIOB WM IMOYTOBBIX
BJIOKEeHUH. KuOeprpecTylTHUKN HCIIONB3YIOT €ro, YTOObI 3apaboTarh WM MPOBECTH aTaKy II0
HNOJUTUYCCKHM MOTHBAM.

Bpenonocnoe I1O moxkeT ObITh CaMbIM pa3HbIM, BOT HEKOTOPBIE PACIIPOCTPAHEHHbBIE BUbI:

e Bupycol — mporpammbl, KOTOpBHIE 3apaxkaloT (aiasl BPEIOHOCHBIM KOAOM. UYTOOBI
PacIpOCTPaHATHCSI BHYTPH CUCTEMbI KOMIIBIOTEPA, OHU KOIUPYIOT CaMH ceOsl.

e TposiHIbI- BpEOHOCHI, KOTOpBIE MPSUyTCs o Mackoi jeranbHoro [10. KubepnpectynHnuku
00MaHOM BBIHY)KJIAIOT I[0JIb30BATEICH 3arpy3uTh TPOSIHIIA Ha CBOM KOMIBIOTEP, a IMOTOM
coOuparoT 1aHHbIE UM MOBPEKIAIOT UX.

e IlInuonckoe IO — nmporpaMMbl, KOTOpPBIE BTaliHE CIEAAT 33 JIEHUCTBUAMH IOJIB30BATENS U
cobuparT uHpopMaluo (K MpUMEPY, NaHHBbIE KPEAUTHBIX KapT). 3aTeM KHOEpIPECTYIMHUKU
MOTYT HCIOJIb30BATh €€ B CBOUX LIEJISAX.

e [IporpammbI-BeIMOraTeny mWUGpPyOT Gailiibl U TaHHBIE. 3aTeM NMPECTYIHUKH TPEOYIOT BBIKYI
332 BOCCTAHOBJICHHE, YTBEPKAasd, YTO NHAYE T0JIb30BATENb OTEPSIET NaHHBIC.

e Pexinamuoe IIO — mporpammel peKIaMHOrO XapakTepa, € IMOMOIIBI) KOTOPBIX MOXKET
pacnpocTpaHaTecs BpenroHocHoe [10.

e BoTHeThI — CeTH KOMIBIOTEPOB, 3apaXKEHHBIX BpeAoHOCHBIM [10, KoTOpble KHOEpIPEeCTyMTHUKU
UCTIONB3YIOT B CBOUX LIEJIAX.

SQL-uHbeKIusa

OToT BUJ KMOepaTak UCHONb3YeTCs Ui Kpaku HHpopmaruu u3 6a3 ganubix. Kubepnpectynuuku
HCIOJIB3YIOT YS3BUMOCTU B MPHJIOKEHUSX, YIPABISEMBIX TAaHHBIMU, YTOOBI PaclpOCTPaHUTh
BPEIOHOCHBIH KO/ Ha si3bIKe yrpaBiieHus 6azamu nanHbix (SQL).

@UIIMHT — aTaKH, LEeNIb KOTOPBIX — OOMaHOM 3aroylydyuTh KOH(UIEHIHAIBbHYI0 MH(OpMAIIio
M0JIb30BaTeNs (HalpuMep, TaHHbIe OAaHKOBCKUX KapT WM MApOJIH).



Yacto B XOIe TakMxX aTak MPECTYIMHWKHA OTMPABIAIOT JKEPTBaM »JJIEKTPOHHBIC IHCHMA,
MIPEACTABISIACH OPUITHATLHON OpraHU3aIuei.

Ataxku Man-in-the-Middle («4esoBek nmocepeanne»)

DT0 ataka, B X0Ji¢ KOTOPOil KHOEPIPECTYITHUK ITEPEXBATHIBACT JAHHBIC BO BPEMs UX TEepEeIadn —
OH KakK OBl CTAHOBHMTCS MPOMEXYTOYHBIM 3BCHOM B IIE€MH, W KEPTBBI 00 JTOM Ja)xe He
0J103pEeBaAIOT. BbI MOXETe MOABEPrHYThCS TAKOW aTake, €CJIM, HalpuMep, MOIKIIYHUTECH K
He3anuieHaon cetu Wi-Fi.

DoS-aTaku (aTaku THIIA «OTKA3 B 00CTY>KHBAHUH»)

KubepnpecTynHuku co34at0T U30BITOUYHYIO Harpy3Ky Ha CETU U cepBepbl 00BEKTa aTaku, U3-3a
Yero cucreMa mnpekpaiiaeT HopMaJbHO paboTaTh U €10 CTAHOBUTCS HEBO3MOXKHO IOJIb30BATHCA.
Tak 3m10yMBINIUICHHUKH, HAIIPUMEDP, MOTYT OBPEAUTh BaXKHbIE KOMIOHEHTHI UHPPACTPYKTYPHI U
caboTUPOBATH JEATEILHOCTh OPraHU3aLIUH.



